Global Anti-Scam Alliance

° SCAMADVISER

The Global
State of Scams
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Disclaimer:

No Artificial Intelligence
was used to create this
presentation.

Maybe no intelligence
was used at all...




Our Goal:
Protect

Worldwide from O

Consumers
Online Scams




Who Are We? GASA

Global Anti-Scam Alliance

The Global Anti Scam Alliance (GASA) is a non-profit, bringing together policy
GASA makers, law enforcement, consumer authorities, NGOs, the financial sector,

cybersecurity, and commercial organizations to share insights and knowledge
surrounding scams.

Global Anti-Scam Alliance

ScamAdviser.com is a limited company, used by 6,5 million consumers every
month to check the likelihood of a website being legit or a scam. More than 1.5

million new domains are added to our database every month. Via our Data Partners ° SCAMADVISER
we protect more than 1 billion consumers worldwide.



With 7 million unigue visitors p/m ScamAdyviser is the Global Blacklist for Scams GASA

Global Anti-Scam Alliance
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Positive highlights
s hop pvdea I S_fr v The owner of the site has claimed the

domain name for a long time

Check ScamAdyviser
Before you Buy
Reviews

S h bsit Q v According to Xolphin S5L Check the
earch a website... . ) : )
is shoppydeals.fr a scam or S5k certificate s valld.

We found mainly positive reviews for
this site

REPORT ASCAM  GET HELP legit?

. v This site seems to sell products online
Several negative Facebook (how to check if it is a shop scam)

Learn about Scams

comments found

Negative highlights

E @ Never get Scammed again. Install our free
Browser Extension This website does not have many

Online Phishing & Investment & visitors
Shopping Identity Theft Crypto

@ v} H

Mot many websites are linking to this

X e

People voted this site as possible fraud
on Safe.Shop and Scamadviser

Advance Fee Romance Employment
Scams Scams Fraud

Searching on Social Media we found
negative links

Trustscore

a + 17100

Subscription What is this? SHOW DETAILED ANALYSIS
Scams Other Scams...

Disclaimer

Source: Global State of Scam Report 2023, Global Anti-Scam Alliance
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What are
Scams?

GASA
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Scams are the Only
Crime You Fall for




Where does bad service end, and scams start? GASA

Global Anti-Scam Alliance

Trustpilot y--- Categories  Blog

IPhone 4 Apple www.apple.com

Ao cr Vs ey Y. vy bt Py .

. Visit this website
Reviews 4,399 « Bad
% |+ ® sitejabber [ EIIEECY - <o
Ei wﬂ‘ﬂ P ;-r JE] Browse Businesses Guides Beauty & Fashion Consumer Tips Write a Review Request a Review Discussions Backed by the National Science Foundation 5:\':'»
Clothing & Fashion > General Apparel
Write a review Business Transparency

- 5
= ASOS Is this your business? Corporate Values (@) (®)

o o 1,318 reviews = %

This Trustpilot profil

been claimed. what'
& www.asos.com

Reviews 4,399 Filter by: Rating ()  English ()
Ask a Question
See how this company has be m
Excellent NS 20% Trustpilot for the past 12 mon
Great [ 5% ) )
Average = 4% Hasn't replied to negative
) the past 12 months. )
Poor [ 5% Overview
Bad | 66%

ASOS has a consumer rating of 1.86 stars from 1,318 reviews indicating that most
customers are generally dissatisfied with their purchases. Consumers complaining about
ASOS most frequently mention customer service, tracking number and post office
problems. ASOS ranks 83rd among General Apparel sites.

service ©QOC
Value Q0¢
shipping ©OC
Returns Q0¢
Quality QO0C

Bad services does not (necessary) mean it's a scam



Scams defined: when the gap between promise and delivery is huge GASA
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Promised Delivered

At its core, online fraud is characterized by the use of deception for financial gain (lbrahim, 2016; Lazarus, 2019; Wells, 2017)
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Types of Scams
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We have been scamming our fellow humans since the beginning of time... GASA
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Source: https://edition.cnn.com/2015/05/22/africa/ancient-egypt-animal-mummies-empty/index.html



https://edition.cnn.com/2015/05/22/africa/ancient-egypt-animal-mummies-empty/index.html

Scammers often deliver a product as “proof” GASA

Global Anti-Scam Alliance
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Scammers delay a chargeback hoping the consumer will give up



Next to online shopping scams, investment/crypto scams are on the rise GASA
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m

MINIMUM DEPOSIT: $200 MINIMUM DEPOSIT: $500 MINIMUM DEPOSIT: $1,000 MINIMUM DEPOSIT: $5,000

DELUXE

BASIC STANDARD

10% BONUS 50% BONUS 75% BONUS CUSTOM MADE BONUS
Withdrawal process Withdrawal process Withdrawal process Withdrawal process
same day same day same day same day

24/5 customer support 24/5 customer support 24/5 customer support 24/5 customer support

e 124% | 500% § 1000% J 1500%

AFTER 14 DAYS AFTER 30 DAYS

24HRS PLAN AFTER 7 DAYS
MIN $500 MIN $1000 MIN $2000 MIN $4000
PRINCIPAL INCLUDE PRINCIPAL INCLUDE PRINCIPAL INCLUDE PRINCIPAL INCLUDE

INVEST INVEST INVEST INVEST




Squid Game crypto token scammed $3.4 million in 5 days GASA
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Squid was billed as a token that could be used for a new online game inspired by the popular Netflix series.
The game was due to go live this month. Its value grew from $ 0.01to $ 38.48 in 5 days before it collapsed.

Source: https:


https://edition.cnn.com/2015/05/22/africa/ancient-egypt-animal-mummies-empty/index.html

In some instances, victims could have known...

ungle
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PayPal Account Limited Fund Withdraw Stripe Ebay Account Phone Number

Buy Verified Paypal Account and Bank Acc
For Your Business

Get Fully Verified PayPal Accounts, Aged PayPal Accounts, Virtual Credit Card for Paypal
Verification, Bank account, Stripe Account For Your personal use or business use..

Go to Our Shop

Professional Assignments, Dissertation, Limited Time Offer!
Essays, Coursework, Research Help, CV & Get Your Today!
Ghost Writing By Native PhD & Masters ) 30%

Level Experts § CHAT NOW

Team of Professional Writers rrfirirey Order today and get free Plagiarism Report, We work

with you until you are 100% satisfied with the quality

- -~ of your paper!
All type of content writing services are available’

No Time Wasting — Fast — Confidential — No Order Forms = Offering
you 24/7 support over the whatsapp, phone and live chat on website

Satisfaction Guaranteed
Experienced Teachers
Time Flexibility

Very Low Pricing

Fastest Turnaround Time
Professional Proofreaders

GET DISCOUNT

LIVE CHAT 24x7

GASA
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Q HOME GUNSFOR ABOUTUS CONTACTUS TERMSAND CONDITIONS LOGIN

IWITS12 12 Gauge Green

$1.288.00 $1,000.00

Model Number: TS

Deutschen Fiihrerschein Kaufen
Registriert Und 100% Authentisch

Kaufen Sie einen registrierten deutschen Fiihrerschein und einen 6sterreichischen Flihrerschein zum Verkauf.

Fihrerschein ohne Priifungen kaufen. Echter und registrierter EU-Fiihrerschein zu verkaufen



Some scams are (rather) obvious GASA
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HOME  WATCHADULT FAQS  CONTACT FORUM LOGIN SIGNUP

WATCH SEX VIDEOS & EARN MONEY

We Offer The Best CPM Rates
Best Porn Videos
Minimum Cashout Of 10 $
Payments Are Made Automatically On 15,30 Of Each Month
Direct Link For Your Videos

API Solution




Some scams are nearly too incredible to work... but they do GASA
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A Japanese woman paid an “astronaut” €35,000 to help him get back to Earth.
The scammer told the 65-year-old victim he loved her and wanted to marry her.

Source nu.nl/tech/6229085/japanse-opgelicht-door-astronaut-die-geld-vroeg-voor-raket-naar-aarde.html



Scammers are ‘great’ marketeers using recurring and unique events to scam GASA
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Annual
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Scammers often target specific vulnerabilities of victims GASA
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Early option pills o
Y Abort an unwnshechr egnancy P My account BLOG Reviews ?

Abort your unwished pregnanc

Pills at Home

Months before Texas changed its legislation, making it impossible to buy an abortion pill via legal channels.
Scammers set-up abortion pills shops which do not deliver
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How “BIG" are
Online Scams?

GASA
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58,329 people participated in the Global State of Scams survey GASA
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Gender Age Range Education
70%
‘ ‘ 60%
50%
40%
20%
0% — -
s $ PP S
& © 0 2
@ S S ? 3
N @ N 2 <
52% 48% 0% 5% 10% 5% 20% 25% 30% N\

@9 e demography of survey respondents varied by country. Overall, we approached slightly more males than females, with over a
'.‘ quarter of respondents falling into the 25-34 age group. The vast majority were educated to a university or postgraduate level.




67% of world citizens believe they have the skills to recognize scams GASA
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Respondents (%)
45%

40%
35%

30%

25%

20%

15%

10%
_
0% I

Not Confident at all Very Confident

\j” China (84%) & Australia (72%) are most confident in their scam detection abilities, while confidence lacks severely in Japan (38%).

- How confident are you that you can recognize scams?



Almost half of the world encounter a scam at least once a week GASA
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Respondents (%)

25%
20%
15%
10%

! I . I I

0%

Every day Most days per week Once a week Once a month About every few Once a year Less often Never
months

? 41% of Brazilians encounter scams every day, Hong Kong (33%) and South Korea (26%) citizens also report daily scam experiences.
OFf ¢

In the last 12 months, how often have you been exposed to scam attempts? This includes receiving suspicious content, as well as seeing deceitful advertising.



Overall awareness of Al threat capabilities is increasing worldwide GASA
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Respondents (%)

To write a fraudulent text (e.g. Generate a dialogue (e.g. via To mimic a voice (e.g. To create animage (e.g.ofa  To produce a video (e.g. of a
for e-mails, SMS messages) WhatsApp, Facebook phone/WhatsApp calls) person or product) person or situation)
Messenger)

78%

76%

74%

72%

70%

68%

66%

64%

62%

60%

58%

Japanese (15%), Thai (12%), and Malaysian (11%) citizens admit a lack of knowledge of Al threat capabilities of scammers.

For which of the following can Artificial Intelligence (Al) be used?



Phone calls and Text/SMS messages are still the most popular media to scam GASA
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Respondents (%)

Email

Social media posting

Text/SMS message

Instant messaging application

Phone call

Online community or forum

Online marketplace

Digital advertising

In-person interaction

Dating site or app

Postal mail

Online live video streaming platform
Other

None of the above

| don't know

0% 10% 20% 30% 40% 50% 60% 70%

(ﬁ) Followed closely by Email and Instant messaging apps
A Through which communication channel(s) did scammers approach you in the last 12 months?



Shopping scams are the most frequently encountered scams in the world GASA
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Respondents (%)

Investment
Shopping
Employment
Advance Fee
Authority

Charity

Romance / Friend in Need
Fake Invoice / Debt
Threats & Extortion
Identity theft
Recovery Scams

Phishing Scams

Other

0% 5% 10% 15% 20% 25% 30% 35%

.! 22% encountered at least one shopping scam, followed by investment fraud (19%) & identity theft (17%).

Which of the following negative experiences happened to you in the last 12 months?



Nearly half of all scams worldwide are GASA

over within 24 hours of the first contact Global Anti-Scam Alliance

Respondents (%)

Minutes

Hours

Days

Weeks

Months

1Year

Years

Others

0% 5% 10% 15% 20% 25% 30%

? 3% of global scam experiences took place over a year, with 2% sadly facing scams that last years at a time.
Of ¢

How long did the scam last, from the first time you heard from the scammer until the last payment you made or the last time you contacted them?



74% concluded for themselves that they were victim of a scam GASA
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Respondents (%)
80%
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70% Family and
e Media are
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Q13 How did you discover you were scammed?

q& 22% were notified by friends/family while media/news & banks are also popular in pointing out scams.



Bank Transfers & e-Wallet are the dominant scam payment method GASA
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Respondents (%)

Cash / check

Electronic / bank transfer

Gift cards (physical / digital)

PayPal

e-Wallet

Credit card

Peer-to-peer online payment

Cryptocurrency transfer

Via another payment method

0% 5% 10% 15% 20% 25% 30% 35% 40%

P N

-y Credit cards & peer-to-peer payment are popular, while gift cards are less popular globally.

assmmn, HOW did you pay the scammer?



Many victims are caught out by reacting quickly to attractive offers GASA
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Respondents (%)

| did not identify the deceit

| acted very fast

I did not have the knowledge to recognize the deceit

| was attracted to the offer that was made

| was not certain it was a deceit but | chose to risk it _ - In

developed

| was coerced into participating _ countries

we often

| trusted a friend/family member _ see a 4th

reason
Others [N
None of the above _
0% 5% 10% 15% 20% 25% 30%

|
‘n’ A sizable portion of victims simply did not detect the scam or didn’t have the knowledge required to spot scams.

— What was the main reason you were deceived?



Many around the world stay silent on scams, with many feeling the GASA

the reporting processes are convoluted or an exercise in futility Global Anti-Scam Alliance

Respondents (%)

Reporting is too complicated

I'm not sure whom to report it to

I'm afraid they won't believe me

I'm not sure if it was a scam

| don't think it's necessary to report it.

| don't think my complaint makes a difference
| don't think it's my responsibility to report it
| don't have time to report it

Doesn't seem important enough to report

| assume someone else will report it

I'm afraid to report it

I'm ashamed to report it

| forgot to report it

Other

None of the below

0% 5% 10% 15% 20% 25% 30%

Some lack clarity on where or to whom they should be reporting, while others question if what they are experiencing is a scam at all.

What reasons might you have to not report a scam?



7% of people globally admit they would take part in “money muling” GASA
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Respondents (%)
90%

80%
70%
60%
50%
40%
30%
20%

10%

- N I — —

| would accept the US$ 20,000 | would accept the US$ No, | would refuse | do not know Other
and transfer US$ 19,000 to the 20,000, but keep the entire
other bank account amount

13% would knowingly accept a fraudulent payment into their account, however, 81% of world citizens claim that they would refuse to
take part consider taking part in such a fraudulent scheme.
A If someone offers you US$ 20,000 on the condition that you send US$ 19,000 to another bank account, leaving you with US$ 1,000 to keep, what would you do?



Consumers need better protection from scams... GASA
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25.5% of
the global
population
lost money

$1.026
Trillion was

Lost in
Scams

F

Which is
1.05% of

Global
GDP




It's only the tip
of the Iceberg

AN
v



An estimated 7% of all scams worldwide are reported GASA
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* % % % %
* % % %
* % Ok A *
* % % %
* % % O %
* % % %
* % * O %
* % O %
* % % % %
* % % *
* % % o %

Australia United States Netherlands
13% 2,6% 12%
]
]
Israel
Canada France 9%

5% 17%

Scam victims feel ashamed, reporting is difficult or unclear,
and not all law enforcement agencies accept scams to be reported



Online scams are now the (2nd) most reported type of crime in many countries GASA
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- 3\% ‘ Sweden

\ 13%
1%.
AL

Russia: 23%

UK 38%

USA: Most
experienced
crime

Taiwan
30%

France
14%

Belgium
4.4%
-

Israel

ol | Singapore

/0%

Mexico
19%



Scammers are
Going Pro




Case: The International Trust and Fraud Intervention Association GASA
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Case: The International Trust and Fraud Intervention Association GASA

Global Anti-Scam Alliance

ANV NN ‘N 0 0 T 0 Ashley Yip

STATE OF CALIFORNIA For Offics Use Orly rwhmj7kcz@mozmail.com
Office of the Secretary of State

STATEMENT OF INFORMATION -FILED-

CA NONPROFIT CORPORATION

California Secretary of State File No.: BA20230622111 93?5632960 ‘li L . ",ll'l,l,I'Dr'H
1500 11th Street Date Filed: 4/14/2023

Sacramento, California 95814

(916) 653-3516

International Trust and Fraud
Intervention Association

Entity Details

Corporation Name International Trust and Fraud Intervention Association
Entity No. 5631685
Formed In CALIFORNIA

Street Address of California Principal Office of Corporation
Street Address of California Office 2108 N ST STEN
SACRAMENTO, CA 95816

Mailing Address of Corporation

Where We Began

Mailing Address 2108 N ST STEN
SACRAMENTO, CA 95816
Attention Nat Smith
. In 1978, a group of credit card investigators and law enforcement professionals organized and formed the Association of
Officer Name Officer Address Position(s) - . 5 - - " -
Donald Luciwig 2108 N STSTE N T —— Fraud Investigators (AFIA), expanding in 1982 to the International Association of Fraud Investigators (IFIA). In 2001, our

SACRAMENTO, CA 95816

v Dove SBNSTSIEN p— membership recognized the ever- changing fraud landscape of financial fraud and the need to communicate sensitive

SACRAMENTO, CA 95816

Jomathan Bemabe HOBNSTSTEN Chie! Financial Officer information in a secure environment. Several important changes were made and the organization was renamed the

SACRAMENTO, CA 95816

International Trust and Fraud Intervention Association (INTFIA).

Additional Officers

Officer Name Officer Address Position Stated Position

9101S J0 AJUe19.408S BTUJOJTITR) AQ POATL293Y WY 6E£:6 £202/¢T/¥0 06LT-+/9T49

None Entered

Agent for Service of Process

California Registered Corporate Agent (1505) NORTHWEST REGISTERED AGENT, INC.
Registered Corporate 1505 Agent | N T F] A

Email Notific ations
Opt-in Email Notifications Yes, | opt-in to receive entity notifications via email.

Electronic Signature ABOUT US >

& By signing, | affirm that the information herein is true and correct and that | am authorized by California law to sign.

Clear All Scam

INTFIA (International Trust and Fraud

Nat Smith 04/14/2023 Intervention Association) is a non-
Signature Date

governmental organization headquartered

4
in Los Angeles, California which provide (m ‘ BLOCKCHAIN Fight{:‘vbgﬂﬂcrﬁr—”ﬂﬂ e
technology group 4 PARTNERSHIP

f/
services and an environment within which EUROPEAN ANTI-FRAUD OFFICE ’/I

information about financial fraud, fraud

Page 1of 1



Some set-up their own certification body GASA
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We were informed about fake websites that copy our design and our content.
Only comextrades.com is legit! Please check the domain. Only comextrades.com have EV SSL with green bar!
We also never promote and don't have any other websites. Please do not trust fake recommendations on our behalf.
EDO NOT ACCEPT DEPOSITS IN TELEGRAM, FACEBOOK, INSTAGRAM or any other social networks - this all are fakes
ONLY comextrades.com is legit!

> GET STARTED > PROFIT CALCULATOR

C @ M E X Home Q&A Rules Si

#STAYHOMI

@ IFMRRC

INTERNATIONAL FINANCIAL MARKET ReLATIONS REGULATION CENTER

Since Apr 22, 2019

Running days 671

About IFMRRC Financial markets Cryptocurrency market Investments market

Total clients 127156

Total deposited $2539580959.72 / Last deposit $14.52 e Receive IFMRRC . P Advantages B @ Advantages
Total withdrawn $871468698.87 / Last withdraw $6.68 S Certificate | : for Com pan ies J = for Clients
Visitors online 1107

#Toplnvestors #LastDeposits #lLastPayments
Certified Companies: 50 g%%ﬁ?‘giggts
2021-01-19
6 500/0 1 50 00/0 Saledo Global LLC - Undergoing G 'le k
ecertification Procedure ( LYM p TRAD E O( E t S )

We are glad to announce that Saledo Compensation
Global LLC company has successfully
passed the Fund

International Financial Market Relations Regulation Center (IFMRRC) is a non-
commercial organization created to requlate the quality of services provided by

Or warn consumers for scammers on their own site
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